Abstract. Some public institution provide a service to be used some public health devices such as weight scale and blood pressure monitor. In order to share the device among people, the device has to identify a user and manage authorization. In this paper, I proposed a authorization protocol on a NFC P2P mode between a mobile device and the public health device including NFC P2P facility and intelligent service algorithm. Moreover, the protocol has an authorization facility to control sharing devices with the people.
Introduction
Recently, research and development have become active on wearable devices as well as IoT (Internet of Things) devices [1] [2] . In addition, there are variety of models that take advantage of the mobile device to the user interface of the wearable device. Smart light bulb is a good example [3] . An application on a mobile phone can be controlled to turn it on or off. Another one is a sleep care or sleep tracker [4] . The mobile device can be displayed graphical analysis of sleep data during a last night after sync with the sleep tracker.
However, some devices can be also shared for use by family at home or by patients at a medical center or for people at a public institution [5] [6] . In order to share the devices, user authentication and authorization function play a significant role in customized service to the user including sharing. This facility also contributes to utilization rate of the device, and extends the range of use. It is possible to share devices and services using a mobile device as a user interface of the device after the IoT devices are registered on the open IoT platform [7] . It also may contribute to the development of the service platform.
Thus, we propose an NFC (Near Far Communication)-based authentication protocol for user authentication between the mobile device and the IoT devices. In particular, the mobile device acts as a NFC initiator [8] , and also, IoT device acts as a NFC target in the authentication protocol. In addition to it, the protocol can be applied to various application service, because it uses the P2P (Peer to Peer) mode to transmit user information and the Meta information of the device. Therefore, the protocol can be applied to the IoT devices for sharing them between people at their home or office, as well as for providing customized service to people.
Authorization Protocol on the NFC peer to peer mode
NFC supports three modes. They are P2P mode, Read / Writer Tag mode, and Card emulation mode. The authentication protocol proposed in this paper will be operated by P2P mode because various data can be transmitted between the IoT device and mobile device. NFC has a good security interface because it is available if only to be close less than 20cm.
The proposed protocol uses a NDEF (NFC Data Exchange Format) and RTD (Record Type Definition) for transmission over NFC standards of ISO 18092, as shown in Figure 1 , and has an Authentication and Authorization function. The protocol has to check whether the IoT devices is registered in authentication server, as well as to check whether the user is registered in the server. The user authentication and authorization control is required because they allow multiple users to share a single device to use at any one time. Figure 2 shows the protocols to support it.
First of all, the user is granted the user authentication and permissions to use the IoT devices. In order to do this, If an user takes his mobile device close to a IoT device, the mobile device sends a ServieSetup.req to IoT the mobile device. The device responses to send ServiceSetup.res to the mobile device after the device receives the request. After waiting for a response during a period of time, the mobile device sends the Authorization.req to the IoT devices on receiving the response.
Every device has its own identification code, which are used in every request and response message.
Mobile device receives a code from the IoT device, and sends token.req including the code and a mobile id (m-id) to an auth server, and then the device receives token in the token.res message from the auth server. The mobile device having acquired the token is authorized to use the device for a certain period of time. Thus, the mobile device sends session.req to the device in order to use it. After completion of the session, all data transfer are valid for their session time.
When the session time is expired at the lifetime of the token, the IoT device can reject data transfer by sending unknown-session message to the mobile device.
The mobile device requests to get a new effective token to the auth server at this time. If the new one is available again, the data transfer resumes. Thus, user of the mobile device can use the IoT device using the authorization control from auth server.
Conclusions
In this paper, I proposed the NFC-based authentication protocol using mobile devices, so that multiple users can be effectively used to share IoT devices. The proposed protocol has the authorization management capabilities to shared resources by managing the effective time of the token from an auth server. This protocol can be applied to a variety of different IoT services, such as a u-health service. Furthermore, when equipped with the protocol proposed by the medical device, such as a blood pressure monitor and scale, the effect that multiple users can use the device effectively will be expected.
